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 The development of an information security policy involves more than mere policy 
 formulation and implementation. Unless organisations explicitly recognise the various steps 
 required in the development of a security policy, they run the risk of developing a policy that 
 is poorly thought out, incomplete, redundant and irrelevant, and which will not be fully 
 supported by the users. This paper argues that an information security policy has an entire life 
 cycle through which it must pass during its useful lifetime. A formal content analysis of 
 information security policy development methods was conducted using secondary sources. 
 Based on the results of the content analysis, a conceptual framework was subsequently 
 developed. The proposed framework outlines the various constructs required in the 
 development and implementation of an effective information security policy. In the course of 
 this study, a survey of 310 security professionals was conducted in order to validate and refine 
 the concepts contained in the key component of the framework: the ISPDLC. 
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 We propose tentative quality criteria for design of information security policies. The criteria 
 emphasise information security policies as useful tools for employees. The criteria are 
 anchored in practice-based discourse analysis. We illustrate the usefulness of practice-based 
 discourse analysis.   
 To address the “insider” threat to information and information systems, an information 
 security policy is frequently recommended as an organisational measure. However, having a 
 policy in place does not necessarily guarantee information security. Employees' poor 
 compliance with information security policies is a perennial problem for many organisations. 
 It has been shown that approximately half of all security breaches caused by insiders are 
 accidental, which means that one can question the usefulness of current information security 
 policies. We therefore propose eight tentative quality criteria in order to support the 
 formulation of information security policies that are practical from the employees' perspective. 
 These criteria have been developed using practice-based discourse analysis on three 
 information security policy documents from a health care organisation. 
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 The Internet and information technology have influenced human life significantly. 
 However, information security is still an important concern for both users and organizations. 
 Technology cannot solely guarantee a secure environment for  information; the human 
 aspects of information security should be taken into consideration, besides the  technological 
 aspects. The lack of information security awareness, ignorance, negligence, apathy, 
 mischief, and resistance are the root of  users' mistakes. In this research, a novel model shows 
 how complying with organizational information security policies shapes and mitigates the risk 
 of employees' behaviour. The significant aspect of this research is derived from the 
 conceptualization of different aspects of involvement, such as information security 
 knowledge sharing, collaboration, intervention and experience, as well as attachment, 
 commitment, and personal norms that are important elements in the Social Bond 
 Theory. The results of the data analysis revealed that information security knowledge 
 sharing, collaboration, intervention and experience all have a significant effect on 



 employees' attitude towards compliance with organizational information security 
 policies. However, attachment does not have a significant effect on employees' attitude 
 towards information security policy compliance. In addition, the findings have shown that 
 commitment and personal norms affect employees' attitude. Attitude towards compliance 
 with information security organizational policies also has a significant  effect on the 
 behavioural intention regarding information security compliance. 
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